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REGULATION OF INVESTIGATORY POWERS ACT 2000
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This Policy replaces all earlier versions of the Policy.

Dated:
2nd September 2010

Hart District Council

REGULATION OF INVESTIGATORY POWERS ACT 2000

POLICY ON THE USE OF COVERT SURVEILLANCE AND

ACCESS TO COMMUNICATIONS DATA

1.
Introduction 


Covert  Surveillance 

1.1
Some of the Council’s activities will necessarily require covert surveillance as part of their enforcement functions.  Examples include benefit fraud, environment and public safety noise complaint investigations and planning or licensing enforcement.  The Regulation of Investigatory Powers Act 2000 provides the statutory framework for the granting of authority to carry out surveillance.

1.2
The Council is fully committed to complying with the Human Rights Act 1998 (HRA) and the Regulation of Investigatory Powers Act 2000 (RIPA).  To ensure compliance all covert surveillance falling within the scope of the Act, carried out by officers of the Council, or agents acting on the Council’s behalf, must be authorised by a designated ‘Authorising Officer’ in the form prescribed in the procedure.

1.3
In complying with RIPA, officers must have full regard to the relevant current Codes of Practice and Orders. 
The Regulation of Investigatory Powers (Directed Surveillance and Covert Human Intelligence Sources) Order 2010, SI 2010/521
http://www.opsi.gov.uk/si/si2010/uksi_20100521_en_1
· The Regulation of Investigatory Powers (Covert Human Intelligence Sources: Code of Practice) Order 2010, SI 2010/462

http://www.opsi.gov.uk/si/si2010/uksi_20100462_en_1
· The Regulation of Investigatory Powers (Covert Surveillance and Property Interference: Code of Practice) Order 2010, SI 2010/463
http://www.opsi.gov.uk/si/si2010/uksi_20100463_en_1

Access to Communication Data

1.4
In addition, local authorities investigating criminal offences  have powers (by virtue of The Regulation of Investigatory Powers (Communications Data) Order 2004 (“the Order”) to gain access to communications data – that is, information held by telecommunication or postal service providers about the use of their services by persons who are the subject of criminal investigations.


In using such powers, officers must have full regard to the Code of Practice on Accessing Communications Data, issued by the Home Office.  As with covert surveillance, access to communications data must be authorised by a designated ‘Authorising Officer’ and obtained via the Council’s ‘Single Point of Contact’ (SPOC).  

Purpose of the Policy 

1.5
It is essential that all activities of this nature, whether they will lead to prosecution or not, are carried out in accordance with the RIPA Codes of Practice and this policy.  Investigations which fall within the scope of the Act, which are not authorised, could leave the Council open to legal challenge by individuals who consider that there has been an intrusion into their privacy.

1.6
The purpose of this procedure is to reinforce the requirements of the Act, the Order and Codes of Practice, to ensure compliance with the Act, to protect the rights of individuals and to minimise the risk of legal challenge as a result of officer actions. 

1.7
Each investigation where the use of covert surveillance or access to communications data is requested, must be subject to a separate authorisation request.

Implementation

1.8
The Council’s Policy has been developed in consultation with representatives from across those departments performing surveillance.

1.9
The Council’s Policy is operational forthwith, replacing any previous policies and procedures.  It will apply to all Council staff and contractors employed by the Council.  All relevant Council contracts will include a term that this Policy and the Council’s associated procedures are to be observed by any contractor operating on behalf of the Council.

1.10
It is the intention of this policy that it is also read with reference to the   Guide to Completing the RIPA Forms for Covert Surveillance and CHIS 
 (Appendix 3) which has been prepared to guide officers through the process stage by stage.

1.11
A copy of this Policy Document together with the Home Office Codes of Practice is available for Public Inspection at Council Offices. 

1.12
Senior Responsible Officer
The new codes consider it good practice for every public authority to appoint a Senior Responsible Officer (SRO). This should be someone, of at least the rank of authorising officer, and who should be made responsible for: 

· the integrity of the process in place within the public authority for the management of CHIS and Directed Surveillance; 

· compliance with Part 2 of the Act and with the Codes; 

· engagement with the OSC inspectors when they conduct their inspections, where applicable; and 

· where necessary, oversight of the implementation of post-inspection action plans approved by the OSC. 


Within local authorities, the SRO should be a member of the corporate leadership team and should be responsible for ensuring that all authorising officers are of an appropriate standard in the light of any recommendations in OSC inspection reports. Where a report highlights concerns about the standard of authorising officers, the SRO will be responsible for ensuring that those concerns are addressed. 


The Senior Reporting Officer shall be the Chief Solicitor.

2.
The Regulation of Investigatory Powers Act and Home Office Codes of Practice   

2.1
Under the Act, the Order, and Home Office Codes of Practice, directed covert surveillance and access to communications data should only be authorised if the authorising officer is satisfied that:

· The action is necessary (in a democratic society) for the prevention or detection of crime or the prevention of disorder.

· The surveillance/access to communications data is proportionate – a measure or action is proportionate if it:-

· Impairs as little as possible the rights and freedoms (of the individual concerned and of innocent third parties).

· Is carefully designed to meet the objectives in question, is not arbitrary, unfair or based on irrational considerations.

Paragraph 3.6 provides that the following elements of proportionality should be considered:

· balancing the size and scope of the proposed activity against the gravity and extent of the perceived crime or offence

· explaining how and why the methods to be adopted will cause the least possible intrusion on the target and others

· considering whether the activity is an appropriate use of the legislation and a reasonable way, having considered all reasonable alternatives, of obtaining the necessary result

· evidencing, as far as reasonably practicable, what other methods had been considered and why they were not implemented
2.2.1
The Regulation of Investigatory Powers (Directed Surveillance and Covert Human Intelligence Sources) Order 2010 consolidates four previous orders relating to covert surveillance and the use or conduct of covert human intelligence sources (CHIS) by public authorities under Part 2 of RIPA. It sets which public authorities can use such surveillance techniques, on what grounds and who has to authorise their use within the public authority.

2.2.2
As a consolidating order, the new order does not differ that much to the orders it replaces.  It maintains the grounds for which an authorisation can be given by local authorities for the use of surveillance techniques to “for the purpose of preventing or detecting crime or of preventing disorder”(sections 28(3)(b) and 29(3)(b)).

2.2.3
Guidance on the requirements of necessity and proportionality for directed surveillance is contained within the Guide to Completing the RIPA Forms for Covert Surveillance and CHIS (Appendix 3). 

3.
Surveillance
3.1
Covert Surveillance is surveillance that is carried out in a manner that is calculated to ensure that the persons subject to the surveillance are unaware that it is or may be taking place and:

3.1.1
Intrusive Surveillance – is carried out in relation to anything taking place on any residential premises or in any private vehicle by an individual on the premises or in the vehicle or is carried out by means of a surveillance device.  Although a surveillance device not on or in the premises/vehicle will only be intrusive if it consistently provides information of the same quality and detail as might be expected to be obtained for a device actually on/in the premises/vehicle.

3.1.2
Directed Surveillance – 

Directed Surveillance is defined by section 26(2) of RIPA as covert surveillance that is undertaken:

“(a) For the purposes of a specific investigation or a specific operation; 

(b ) in such a manner as is likely to result in the obtaining of private information about a   person (whether or not one specifically identified for the purposes of the investigation or operation); and 

c) otherwise than by way of an immediate response to events or circumstances the nature of which is such that it would not be reasonably practicable for an authorisation under Part II of the 2000 Act to be sought for the carrying out of the surveillance.”


Typical examples of Directed Surveillance include covertly following people, covertly taking photographs of them and using hidden cameras to record their movements. Such surveillance is often conducted by local authorities to, amongst other things, investigate a benefit fraud or to gather evidence of anti social behaviour.

3.1.3
Local Authorities are NOT authorised to conduct Intrusive Surveillance.  

3.2
Surveillance equipment will be installed, or a Covert Human Intelligence Source (CHIS) used for one of the above  legitimate purposes only, when sufficient evidence exists and has been documented to warrant the exercise and surveillance is shown to be both the least harmful means of meeting that purpose and proportionate to what it seeks to achieve. This may only be for the purpose of crime and disorder. It is extremely important that all reasonable alternative methods to resolve a situation, such as naked-eye observation, interview or changing methods of working or levels of security should be attempted first and recorded in writing and the reason for surveillance being requested fully documented.  Where the subject of covert surveillance is an employee, the Council’s Chief Solicitor must be informed.

3.3
All requests to conduct, extend or discontinue a covert surveillance exercise or use of a CHIS must be made in writing on the appropriate forms.  All such requests must be submitted to an Authorising Officer of the Council.  All requests must be considered and authorised in writing by an Authorising Officer, before any covert surveillance operation can commence.  Authorisation will only be granted where covert surveillance or use of a CHIS is believed by the Authorising Officer to be necessary and proportionate.  The power to grant, renew and cancel  authorisations will be limited to only these Officers in order to ensure greater independence and consistency. In the case of CHIS authorisations these may be authorised only by the Chief Executive.   Written authorisations for Direct Covert Surveillance will be valid for 3 months and for a CHIS 12 months, both from the date of the original authorisation or extension.  Authorising Officers are responsible for ensuring that surveillance is cancelled as soon as it is no longer required, and for ensuring that reviews of authorisation are carried out on at least a monthly basis.

3.4
The Council’s requirements for covert surveillance will normally be carefully planned so that the necessary consultations regarding risk assessment, insurance and health and safety can be carried out and the required provisions put in place before surveillance commences.   In the event of covert surveillance needing to be carried out urgently, authorisation is still required.  In an extreme situation where it is not possible for the Investigation Officer to complete the form, the Authorising Officer must still be consulted.  The Home Office Code of practice makes provision for oral authorisation to be granted for 72 hours in an emergency situation.  As soon as possible following the Oral Authorisation, the written application must be completed.  Surveillance that is unforeseen and undertaken as an immediate response to a situation when it is not reasonably practicable to obtain authorisation, falls outside the definition of Directed Surveillance and therefore authorisation is not required.  If later, however, a specific investigation or operation is to follow an unforeseen response, authorisation must be obtained in the usual way before it can commence.  In no circumstances will any covert operation be given backdated authorisation after it has commenced.
3.5
Embarking upon covert surveillance or the use of a CHIS without authorisation or conducting covert surveillance outside the scope of the authorisation will not only mean that the  ‘protective umbrella’ of RIPA is unavailable but may result in disciplinary action being taken against the officers involved.

3.6
Surveillance equipment may only be installed with the necessary authorisation of the Council’s Authorising Officers.  Any permission to locate surveillance equipment in occupied residential premises must be obtained in writing from the householder or tenant.

3.7
Audio and photographic recording which falls within the scope of the Act, for example, where a resident uses equipment provided by the Council to provide evidence to a council officer, shall require authorisation e.g. during a noise nuisance complaint, unless prior notice has been given.

3.8
No covert operation will be embarked upon by a council officer without detailed consideration of the insurance and health and safety implications involved and the necessary precautions and insurance being put in place.

3.9
The list of posts of Authorising Officer is shown at Appendix 1.  Investigating Officers may apply for authorisation from any of these Authorising Officers.

3.10
During a covert operation, recorded material or information collected will be stored and transported securely.  It will be reviewed regularly (at least weekly) and access to it will be restricted to the Chief Solicitor, Authorising Officers and the investigation officers concerned.  The Authorising Officers will decide whether to allow requests for access by third parties including council officers.  Access will generally only be allowed to limited and prescribed parties including law enforcement agencies, prosecution agencies, legal representatives and the people subject to the surveillance (unless disclosure would prejudice any criminal enquiries or proceedings).  Authorising Officers will maintain a record of all reviews of material recorded and collected covertly. The record of all reviews will be stored in the RIPA folder on the Council’s shared Corporate database.
3.11
Only high quality video and audiotapes will be used, unless there is none other available.  All video and audio-tapes will be identified uniquely.  A register will be kept of all tapes used to control the period of time they are retained, if not required for evidential purposes.  In cases where an Interview under Caution has taken place, these types of records should be kept for at least two years from: - 

(a) 
The date the appropriate officer decides that criminal proceedings are inappropriate.

(b) 
Solicitors in the shared legal service decide the case is not suitable for prosecution.

(c) 
A court dismisses a case.

(d) 
The prosecution withdraws a court case.

(e) 
A court case collapses or the proceedings are ended.

(f) 
The file is closed when the question of recommending criminal proceedings does not arise.

3.12
In cases where an Interview under Caution has not taken place or for Tenancy Enforcement Investigations then, records, material and information should be held for at least 6 weeks.

3.13
Once a covert operation results in an individual being under suspicion of having committed a criminal offence, he/she must be informed of this by the investigating officer as promptly as is reasonably practicable if the relevant department is pursuing the offences internally.  In all other cases the police will be informed.  This is in order to ensure their right to a fair trial or hearing within a reasonable time in accordance with the Human Rights Act.  In a situation where it is considered that a matter gives rise to a potential criminal prosecution, any interview with the suspect must be ‘under caution’ and conducted by a suitably trained officer.  If appropriate, the police will be involved immediately to ensure that evidential procedures and the requirements of current legislation are observed.  Authorising Officers will note any recorded material handed over to the police.

4.
Covert Human Intelligence Sources (CHIS)


‘Under section 26(8) of the 2000 Act a person is a source if:

a) He establishes or maintains a personal or other relationship with a person for the covert purpose of facilitating the doing of anything falling within paragraph b) or c);

b) He covertly uses such a relationship to obtain information or to provide access to any information to another person; or

c) He covertly discloses information obtained by the use of such a relationship or as a consequence of the existence of such a relationship.’  

d) “A source may include those referred to as agents, informants and officers working undercover”

4.1
The provisions of the 2000 Act are not intended to apply in circumstances where members of the public volunteer information as part of their normal civic duties, or to contact numbers set up to receive information e.g. Crime stoppers or Anti-Fraud Hotline.  Members of the public acting in this way would not generally be regarded as sources.  

4.2
Material obtained from a CHIS may be used as evidence in criminal proceedings and the proper authorisation of a CHIS should ensure the legality of such evidence.

4.3
The use of vulnerable individuals, such as the mentally impaired, for a CHIS purpose should only be authorised in the most exceptional cases.  Authorising Officers should also abide by the Home Office Code of Conduct.  In these circumstances the Chief Executive, (or in his absence a Chief Officer),  MUST act as authorising officer, and an only authorise for one month.

4.4
Where the use of a CHIS is deployed, a ‘Handler’ (who can be an officer of the Council) should be designated to have the day to day responsibility for dealing with the CHIS and the security and welfare of the CHIS.  Further, a ‘Controller’ (approved by an authorising officer) should be designated to have the general oversight of the use made of the CHIS.

4.5
“Tasking” is the assignment given to the CHIS and can include asking him/her to obtain information, provide access to information or to otherwise act, incidentally, for the benefit of the relevant public authority. 

Authorisation for the use or conduct of a CHIS is required prior to any tasking where tasking requires the CHIS to establish or maintain a personal or other relationship for a covert purpose. 

4.6
Prior to the authorising of a CHIS, the Authorising Officer shall have regard to the safety and welfare of the CHIS and shall continue to have such regard, throughout the use of the CHIS.  Where necessary, the safety and welfare of the CHIS should continue to be taken into account after the authorisation has been cancelled or where the investigation has been closed.

4.7
An authorisation for a CHIS may be in broad terms and highlight the nature of the CHIS’s task.  If this changes, then a new authorisation may need to be sought.

4.8
Where a CHIS is deployed, records shall be kept to comply with the applicable regulations and Home Office Codes of Practice. 
4.9
Officers considering the use of CHIS should first seek the advice of the Chief Solicitor.
4.10
Only the Chief Executive may be an authorising officer for the use of CHIS.

5.
Requesting Authorisation to undertake Covert Surveillance 

5.1
All requests for authorisation to undertake Covert Surveillance must be done via the Application form - Application for Authorisation to carry out Directed Surveillance.  The Guide to Completing the RIPA Forms for Covert Surveillance and CHIS (Appendix 3 of this Policy) contains guidance to Officers on completion of this form.  

5.2
The Investigating Officer must have completed a Risk Assessment prior to submitting the Authorisation Request. The Risk Assessment must be submitted with the Authorisation Request.

5.3
All elements of the form must be completed with sufficient detail and justification to enable the Authorising Officer to make an informed decision.  Prior to submitting the form to the Authorising Officer, the form should  be checked by a senior officer within the department of the Investigating Officer.  The senior officer will check that the Application Form has been fully completed in accordance with the guidance contained in Appendix 3. If insufficient information/justification is provided for the surveillance, the senior officer will refer the request back to the Investigating Officer for further details.  The Authorising Officer must consider whether the proposed surveillance is justified, necessary and proportionate, and will only authorise the surveillance if he/she is satisfied on these points.  If not, the Authorising Officer must refuse authorisation.

5.4
There are circumstances where an emergency (verbal) authorisation is required. Such an authorisation will only be valid for a maximum of 72 hours. Before the expiration of 72 hours the original urgent authorisation must be renewed OR the original authorisation cancelled. As soon as possible the applicant must make a written record of what has been agreed including any dates and times.  It is good practice for the Authorising Officer to make a record of what has been authorised and the date and time.

5.5
The Authorising Officers should not be responsible for authorising investigations or operations in which they are directly involved, although it is recognised that this may sometimes be unavoidable, in a small organisation such as Hart District Council, or where it is necessary to act urgently.  Where an Authorising Officer authorises such an investigation or operation it must be noted on the Matrix Control Sheet.  The Chief Executive (or in their absence a Corporate Director) is required to authorise any activity when knowledge of confidential information is likely to be acquired.


‘Definition of Confidential Information

· In those cases where confidential personal information and confidential journalistic material has been acquired and retained, the matter should be reported to the relevant Commissioner or Inspector during his next inspection and the material made available to him if requested.

· Confidential personal information is information held in confidence relating to the physical or mental health or spiritual counselling concerning an individual (whether living or dead) who can be identified from it. Such information, which can include both oral and written communications, is held in confidence if it held subject to an express or implied undertaking to hold it in confidence or it is subject to a restriction on disclosure or an obligation of confidentiality contained in existing legislation. Examples might include consultations between a health professional and a patient, or information from a patient’s medical records.

· Spiritual counselling means conversations between an individual and a Minister of Religion acting in his official capacity, where the individual being counselled is seeking or the Minister is imparting forgiveness, absolution or the resolution of conscience with the authority of the Divine Being(s) of their faith.

· Confidential journalistic material includes material acquired or created for the purposes of journalism and held subject to an undertaking to hold it in confidence, as well as communications resulting in information being acquired for the purposes of journalism and held subject to such an undertaking.’

5.6
If the surveillance activity is longer than first approved, a Renewal Form must be completed.

5.7
If the surveillance activity is cancelled, a Cancellation Form must be completed. There must be a cancellation form for each authorisation as soon as the requirement for surveillance ceases.

5.8
All forms (authorisations, refusals, reviews, renewals and cancellations) must be provided to the Chief Solicitor for inclusion in the Central Record (see below).

6.
Central Record
6.1
The Chief Solicitor will maintain a central register (with unique reference numbering) of all requests and authorisations for covert surveillance together with reasons for any request being denied.  The records in this l register will be kept for three years.  A copy of each RIPA form will be kept along with a register of the details for each authorisation, e.g. date and type of authorisation, subject of surveillance, identity of Authorising Officer and dates of reviews, cancellations and renewals. 

6.2
The Council’s Chief Solicitor will be responsible for monitoring authorisations and carrying out an annual review of applications, authorisations, refusals, extensions and cancellations, based on the information contained in the Central Record.

7.
Requests for Council Officers to undertake Covert Surveillance 

7.1
The CCTV Control Room staff may be requested to undertake covert surveillance on behalf of other organisations such as the Police, or other departments.   Such requests must be supported by an appropriate RIPA Authorisation from the relevant department or organisation and directed to the Council’s Authorised Officer to deal with such requests.

7.2
Paragraph 2.28 states:

“…where overt CCTV or ANPR cameras are used in a covert and pre-planned manner as part of a specific investigation or operation, for the surveillance of a specific person or group of people, a directed surveillance authorisation should be considered. Such covert surveillance is likely to result in the obtaining of private information about a    person (namely, a record of their movements and activities) and therefore falls properly within the definition of directed surveillance. The use of the CCTV or ANPR system in these circumstances goes beyond their intended use for the general prevention or detection of crime and protection of the public.”

This means that using town centre CCTV cameras for pre planned targeted operations may require Directed Surveillance authorisation. 

8.
Access to Communications Data

8.1
The Order permits access to communications data, by local authorities only where it is necessary for the prevention or detection of crime or the prevention of disorder.  As with surveillance, access to communications data should only be authorised where it is proportionate to the objectives the Council is seeking to achieve ie it should not be authorised where less intrusive means can be used to further an investigation.

8.2
The Order only permits local authorities to gain access to two types of communications data:

8.2.1
Service Data – this is information held by a telecom or postal service provider about the use made of a service by a person under investigation e.g. itemised telephone bills/outgoing call data.

8.2.2
Subscriber Data – any other information or account details that a telecom/postal service provider holds on a person under investigation.

8.3
Local Authorities are not authorised to obtain access to “traffic data” i.e. information about when communications were made, who from and who to.  Further, these powers do not permit access to the contents of the communication itself.

8.4
All requests to obtain communications data must be made in writing on the Application for Access to Communications Data Form.  All such requests must be submitted to an Authorising Officer.  Authorisation must only be granted where access to communications data is believed by the Authorising Officer to be necessary and proportionate.

8.5
The Home Office Code of Practice recommends that all authorities who use these powers appoint an Officer to act as the SPOC.  The role of the SPOC is to: 

· assess whether it is reasonably practicable to obtain the communications data requested, 

· to advise applicants/authorising officers on the types of communications data that can be obtained;

· to check that the Form is properly completed and authorised; and

· to liaise with the service providers on obtaining the communications data requested.

8.6
All “Single Point of Contacts”(SPOC’s) must attend an accredited course and obtain a PIN reference from the Home Office before they may act as a SPOC.  The PIN reference number is given to the service provider with each request for data, so that the service provider can be sure that they are providing the data to a properly accredited and authorised person within the Authority.


The list of posts of SPOCs is at Appendix 2.  The postholders are required to undertake the appropriate training before acting as SPOC on behalf of the Council.

8.7
The Order permits access to communications via an ‘authorisation’ under Section 22(3) of RIPA or a ‘Notice’ under Section 22(4).  In the vast majority of cases, communications data will be obtained via the Notice procedure (see below).  Only in exceptional circumstances will an ‘authorisation’ be appropriate to allow the Council to retrieve the data itself ie where the service provider is not capable of retrieving the data, where the investigation would be prejudiced if the service provider retrieves the data, and where a prior agreement is in place between the Council and the relevant service provider(s) as to the appropriate mechanisms for the disclosure of communications data.  There are currently no such agreements in place.

8.8
If the request is authorised, the Authorising Officer must complete the relevant parts of the Form and he/she or the applicant must then pass the Form to the Council’s SPOC.  On receipt of the Form, the SPOC will allocate to it a unique reference number.

8.9
The SPOC may refuse the application (giving reasons) if he/she considers that the application has not been properly made or that it is not reasonably practicable or possible to obtain the communications data requested.

8.10
If the SPOC is satisfied that the application has been made properly, and that the required communications data can reasonably be obtained, the SPOC will fill in a Notice (pursuant to Section 22 (4) of RIPA  in the form prescribed by the Home Office).  This Notice must also be signed/authorised by an Authorising Officer before it can be served on the service provider.  Once this has been done, the SPOC will serve the Notice on the Service Provider.  When data is provided, the SPOC will then feed it back  to the applicant or the authorising officer.

8.11
Communications data can only be obtained pursuant to proper applications made by Officers of Hart District Council.  A Notice to obtain data from the service provider is valid for a period of one month from the date of the Notice.  It can be renewed within that month if a fresh application/authorisation is made, following the same procedure as that outlined above for the original application.

8.12
The SPOC will record the outcome of the application on the Form and will retain as a record, the application form and notice.  The SPOC will also record any cancellations of authorisations.  Such records must be retained by the SPOC until such time as they have been audited by the Office of Interception Commissioners.

8.13
Authorising Officers must cancel authorisations if the obtaining of communications data is no longer necessary or proportionate.  He/she must inform the SPOC in writing, who will then cancel the Notice served on the service provider. Authorising Officers must record the cancellation on the original application form retained by the SPOC.

8.14
Applicants, authorising officers and SPOC’s must be aware that any information obtained as a result of these powers is likely to be ‘personal data’ within the meaning of the Data Protection Act 1998.  Therefore, the requirements of the Data Protection Act 1998 and its principles must be adhered to in respect of this data.

8.15
Oral applications for communications data are not permitted.

9. 
Joint Working

9.1
Many public authorities now collaborate with others when doing Directed Surveillance. For example a local authority team tackling anti social behaviour may work closely with the police and a benefit fraud team may do a joint operation with the Department for Work and Pensions. There is often confusion as to who should obtain the RIPA authorisation for such surveillance and if two separate authorisations are needed. The new code, at paragraph 3.15 onwards, addresses this issue for the first time.

9.2
It states that any person granting or applying for an authorisation will also need to be aware of particular sensitivities in the local community where the surveillance is taking place and of any similar activities being undertaken by other public authorities, which could impact on the deployment of surveillance. It recommends that where an authorising officer considers that conflicts might arise, he/she should consult a senior officer within the police force area in which the investigation or operation is to take place.

9.3
In cases where one public authority is acting on behalf of another, the code provides  that the tasking authority should normally obtain or provide the authorisation. Where the operational support of other authorities (for example, the police) is foreseen, this should be specified in the authorisation. Finally, where two authorities are conducting Directed Surveillance as part of a joint operation, the new code provides that only one authorisation is required. 

10.
Scrutiny

10.1
Members of the Council have a mandatory scrutiny role in relation to RIPA as well as a role in reviewing the authority’s use of RIPA and in setting the general surveillance policy.

 10.2
This Policy will be reviewed, and the setting of the Council’s RIPA strategy will be set, by the Cabinet on annual basis.

10.3
Reports on the use of RIPA will be presented to the Council’s Overview and Scrutiny Committee to ensure that the use of RIPA is applied in accordance with the Council’s RIPA policy and that the policy itself remains fit for purpose. 

10.4
It should be emphasised that councillors should not be involved in making decisions on specific authorisations.

11.
Complaints

11.1
Any person who reasonably believes that they have been adversely affected by any activities carried out pursuant to this policy by or on behalf of the Council may complain to the Chief Solicitor who will investigate the complaint.  Such a person may also complain to the Investigatory Powers Tribunal at:-

Investigatory Powers Tribunal

PO Box 33220

London, SW1H 9ZQ


Tel: 020 7273 4514
  
July 2010

APPENDIX 1

LIST OF AUTHORISING OFFICER POSTS

1
Chief Executive

2
Corporate Director

3
 Chief Solicitor and Monitoring Officer

APPENDIX 2

SINGLE POINT OF CONTACT

(SPOC)

1
Chief Solicitor and Monitoring Officer
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